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G32R5xx Z4& B iR

G32R5xx 1424 Ja 2D e B8 Fr [ 16 1) BootROM fREES:HL, KA 128 fii AES-CMAC S 1145 E
Bk, XAFELE Flash FHI P BRI T 8KB At T S dait. RAERILEN)E, 4 2k
AT H P LAY o

H1 BootROM A2 fry4t ot FHI 7 [ 11 iy 8KB #EAT (1) S i S iEAR AR ON " £ B 2 R sl AR, BHXS
it 8KB i FHl ) B i IR M AR N Y e 2 R 27, %3 A fh F ™ B R R A RS e B e

Hodr, FEZL BRI FTE Flash BIX, ©41% &N Zone1-ExeOnly #UR . ¥ JE %4 H5)
BLIE BT ZE Flash Jg X, NAACE N Unsecure. Zone1-Secure. Zone1-ExeOnly —F#l [R5
Al WU, 17 CMAC S 3aik SRR 7 T ZE ) Flash B IX, H DR R E N
Zone2 [X I IALRR -

FEZRRE ST LRSI E I 1 fos.
e S-S e o) = E AL 7 N = R ML aa Y

Primary secure boot
Flash entry addresses
0x08000000

8KB 0x08020000
0x00100000
0x00120000

XX KB

BootLoader

T\

Extended secure boot

Secure ROM
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3  RERIEM

XF T G32R5xx [ %4 R EhThAg, X FM CPUO 3. #H& 1 FIH T 24 B sl A A D st
JH M) BootMode 18, PLRAEANE A Ll T Golden CMAC Tag W ZiA7 KA B

Ffg 1 ZEREIENACE R

Golden CMAC

Option BootModefH Flash A0 & Flash /5 X
Tagfrfifir B

Bank 0, Sector
0 O0x0A 0x08000000 0x08000008
0 (Busmatrix IF)

Bank 0, Sector 0 (ITCM |
1 0x2A 0x00100000 ) 0x00100008

Bank 1, Sector 0 (Busmatr
2 Ox4A 0x08020000 ix 0x08020008
IF,DualBank Mode)
Bank 1, Sector 0 (ITCM

3 Ox6A 0x00120000 0x00120008
IF,DualBank Mode)

ER: ZeREMNDEX, WAR &N Zone1-ExeOnly BUK .
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mit 2B s N BEF

X T BT A R AN R, A AT RIAR I EESR,  DARR GRS N R AT 1IE R 1Y
KBS, MM ARIEH 5847 .

Golden CMAC Tag LB

Golden CMAC Tag {8 /&2 F F fEfg e - ), T3 T CMAC S50k I Tag fH, H oK/
N 16 F . T EE 245, Golden CMAC Tag HIAEAk I EE MG HUhE A AT T 22 42 R Bt LN
Fithhkz f5 8 NFiab. filtn, W24 3 s i N ik >y 0x08000000, | Golden
CMAC Tag HIf#fiti () gtk 5724 0x08000008.

Xt A B B E SRR Flash i XX 8] (93 J€ %42 J3 3l Golden CMAC Tag {ELA fifi (2 4t
HEBAT BRI, {HA 2505 /2 DA T EEK

® ¥ w4 A5 Golden CMAC Tag 1H A T 1 B4 4 ja shAR 6 Ju FEl Y o

® JEZ4E Golden CMAC Tag 1 A7 i kbl A 2N 4 754155 .

® J LA Golden CMAC Tag {E /7t X 3 Zihs F 147 CMAC A5 HIE Rl N -
W1, WURAELK )& Flash 1K/, T Golden CMAC Tag W ZiAFi%{E Flash Y lE 4 .

RIS R PP I ol X B B SR

47 E T CMAC SR ERE R FF FT7ER) Flash i X & BN RIR 5, 2 X IR A sEd CPU
PATRERY, 1A fePF CPU 1:HUZ Flash f& X fU%dE . PRk, 4R 72 CPU BLE M A7
Flash v, X R Flash 55 X ANG 35 E I ALR .

HWH, CPU 2 Flash S EeE 8 R didim Be (Billn, fEH] const iR &E) , LA
LAAAREYIRE N 2R ERYIRE, KRR NYIIGE A7/ Flash X3, Jf7£ MCU A
Fhit Z 2 RAM X3 K, ARV E s SR i ARS X I8 45 -

® CONST (RO-DATA) : Hi#ds X iR,

® RW: FESHHEE. AAIETVIIAE M 453 B AE R B A RS th I 5 At Hodls
—kEfEE, HIETT R E 2 M Flash Z #1466 2] RAM.

HO AT, ME— FO RN R B T AE A Flash BB text B, BIARCADE . Hoth B BT (e )
Flash 5 [X 354 7o V9 0

PL MDK-ARM 335861, N BT H

MRAE T 4.1 F1 4.2 /N, A/NTTLL MDK-ARM SREE 61, B3R ] 5 H 76 22 4 Je B 22
SRR R o
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4.3.1 Golden CMAC Tag & AL B #i= 15

i 4.1 /N4 7 Golden CMAC Tag A7 #AL B I ER, N I 28 R AEA RS h dn ] 25 53

1. FE%4R5) Golden CMAC Tag fH A7 kA & B it

H1-T- Arm Cortex-M ZERJHIRLE , EAGHIHEIIAT 8 4> T L2471 SP M PC ZF 7431, Btk
Golden CMAC Tag i #ME f# £ SP M1 PC A4 B2 )5, At A\ kw2 8 4751
JaTi . eAh, EE AR N DL FTAE R E XCOR 2T E Y Zone1-ExeOnly £, Oy 1 # R
Wr e R AN, HARETHBrE AR AEAN DR X ST RBLEPT R, Beit 1 mr i
[ R RTT 5. B — APl R A7 SP M1 PC W 743018, LM Golden CMAC Tag
fE; H A WEER A BRI P& . B F Golden CMAC Tag 8 (4 il
R, HAREILT:

NO_OPTIMIZE_VAR const PINT _ VECTOR_TABLE_CMAC[6] _ VECTOR_TABLE_ATTRIBUTE = {

[0] = (PINT)(&_ _INITIAL_SP),
[1] = Reset_Handler,

[2] = (PINT)OxFFFFFFFF,

[3] = (PINT)OxFFFFFFFF,

[4] = (PINT)OXFFFFFFFF,

[5] = (PINT)OXFFFFFFFF,

%

2P ) B AR A AT R Sk Ak . 55— W R B R A IO B R e B, AR B A
EESR, AHR A B R e B e XA SC VR BN IR - AU = Bl (3D -

const PINT _ VECTOR_TABLE[512] = {

[0] = (PINT)(& INITIAL_SP),

[1] = Reset_Handler,

[2] = NMI_Handler,

[3] = HardFault_Handler,

/* Lo R EN SoK Rl ... %/

%;

2. YR%4A5) Golden CMAC Tag fhfifitfr & it

I AT LS 8KB AIEEAT S I,  HI € SRR B iy RilE | T4 e 4R sh. R
P AT TR A9 %242 5 3l Golden CMAC Tag (B A7 hr B 2R, LLT S2AH B ARG 7~

# if defined (__ARMCC_VERSION) || defined (__CC_ARM) || defined (__ICCARM_ )
__attribute_ ((__used__, section(".ARM.__at_0x08008000")))
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# elif defined (__GNUC__) && !defined (__ARMCC_VERSION)

__attribute__ ((section(".cmac_all")))

# endif

const uint32_t cmac_all[] =

{
OXFFFFFFFF,
OXFFFFFFFF,
OXFFFFFFFF,
OXFFFFFFFF,
s

A B AR IR S R AE O bin SO SR — MR e AL E, DB g A A T 477 Golden
CMAC Tag 11923 18] I T A A S . 3, 0x08008000 ity Golden CMAC Tag [fii2 44
At

432 BRI

WIE 4.2 /NTTFTER, 481 1R bin B T AR BC AT LR 8 BN IR A1, HoAh 1 B A e v X
BONINERR . KL, 24BN, B O B AE Bt 84 L VRN i B X 4
A7 AR [E %2 1) Flash 5 X .

HR: B2 VI R BUX £ H Flash B X 15 B N AR .

ARG st SO 7R, LR_SECURE_ROM X35, R A7 1 AL B DA K 2 — A e ) 2 5 3
H, ZIXIFTTER Flash 5 X AT DAL BN AR . LR_UNSECURE_ROM FT7ERI X 4k, NI
A R BdE B . _ main 3. RW R B NA, 1 XIFTER Flash 5 X2 A e i
&, R XN % 2 5 B T CVE IEE AT

LAR /2 BL MDK-ARM [ sct #3230 ], HEERSC it pilan s (i) -

LR_SECURE_ROM _ RO _BASE _ RO_SIZE {
ER_SECURE_ROM _ RO _BASE _ RO_SIZE {
*.0 (RESET, +First)
.ANY (+RO)
.ANY (+XO0)

}
}
LR_UNSECURE_ROM _ CPU@ UNSECURE_ROM BASE _ CPU@_UNSECURE_ROM SIZE {
ER_UNSECURE_ROM __ CPU@_UNSECURE_ROM BASE _ CPU® UNSECURE_ROM_SIZE {
*(InRoot$$Sections)
.ANY (+CONST)
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/* ... RW/ZI ZEL SDK /Rfl sct ... */

AR N 2R1E S5 G32R5xx SDK X . 1) 22 4% et B I FR 1) sct S
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5 G32R5xx &4 5 3 Theeanf £ F

51 Z&ERBINNBIERE
TSI AR, RN, R TSRS 4 FIA I Ah, 8 T R DL R R
G .
1. MeE %4 RS B X AR N Zone1 ExeOnly AR .

2. FEE K CMACKEY fH. 5 CMACKEY {H1EE/E OTP X5, Hill Ky
0x0810B020, KJ&¥ N 128 w5, ‘A H i, CMACKEY {2kl N4 FF.

3. KPR PR PRA B S R AR IR SR 4G bin SCE, AREE S E Y CMACKEY {8, {#H
Geehy Bin T B4 pii 4 Golden CMAC Tag 1 f¥) bin (44

4. {#45 Golden CMAC Tag fH[f) bin SCHEEET: FEEI A

5. WX 1 W2 EIETER, WEITTEN BootMode 6 (ZETHIAMIEL, HEH]
DebugBootMode {i & & v % & H A AD .

6. fRBEArEE EREA, PATMHRET .
52 Geehy Bin TE
F P FE 2w S AR 7 AR R 46 bin SCPFE, TEAMEF Geehy_Bin LHEA: 7 47 Golden CMAC

Tag 1H 1) bin X4, PMER T %4850,
AN H A fdi |l Geehy Bin T E A7 45 Golden CMAC Tag 18 1 bin (4, 24 X%
TEMMEHEER, 525 (AN1131_G32R5xx Tool /M FMt) SC#Y.,

5.2.1 Kkey.txt f1 cmd X

f# ] Geehy Bin T. B, %4 Golden CMAC Tag {ti[) bin S, M R A
CMACKEY TS, PARFEZ 2 BHEEY B2 /3B KEE R . £ G32R5xx
SDK 1, 7£ utilities/geehy_tool H3% T C&$eft TR LA PR E], H key.txt.
test_major.cmd. test_extend.cmd =>4

® key.txt

B RE I B CMACKEY fH, ~EIARIT, Sl EAE CMACKEY fH.

OXFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF

EE: AN TS CMACKEY {8, %304 RI 2L ZUF P BB e B ) CMACKEY B XM _E .

® test major.cmd
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test_major.cmd U FH6 & EE LA A s N Db, ARIGRKE, A3 B4 H sk
K 2 [ 5E 1) 0x2000. test_major.cmd SCAE 7RG 2500 :

ROMS

{
FLASH: 0=0x08000000 1=0x2000, fill = OXFFFF

}

Hrf, 0=0x08000000 &M T8 & EE 22 R RUa M Dl Z{E L2005 P i E
BootMode fi it NI H ik —3. 1=0x2000 M T4 5€ T2 2 2 3 SRR, 7 2=
M, TR 24 R s R #R A2 [ 52 1) 0x2000.

® test extend.cmd
test_extend.cmd U TR € FH P B € ORI I AR aG b AR I K, ST /R Bl N AN R

ROMS

FLASH: 0=0x08000000 1=0x10000, fill = OxXFFFF
¥

1, 0=0x08000000 #&/H THaEd & %4 aah (B H € RS AYkEagtht,  1=0x10000
WA FHREY L 2R SRR, XT3 48 ahfa € MRS E M bk AR I K, 20
AN FRE Py v B A S AR I A B —— XN F34bh, 37 4 R sl RS i il & w] AR 5
B2 AR B 0x2000 FRe 5T -

5.2.2 M4 RB

® ERNEEZARINN bin IS

Geehy_Bin.exe test_major.cmd -m --load_image --cmac=key.txt project.bin -tag=0x08000008 -o

project_cmac_major.bin

Hrr, -tag=0x08000008 H T-#& & 1z 54 i) Golden CMAC Tag fH A7 )k ashdil, xf T 32 %
%4735, Golden CMAC Tag fH A7 4R LR N I bt fWF% 8 35 (AL E

® LMY R ARENH bin ST 4

Geehy_Bin.exe test_extend.cmd -e --load_image --cmac=key.txt project_cmac_major.bin -

tag=0x08008000 -10ad=0x08000000 -0 project_cmac_extend.bin

TR ZARS, R -tag 28R E 4771 Golden CMAC Tag fH A6 hE, ZTE
L FHRE PP B EAF LB I —— XS Lo 738k, HAF Gk O E A F VA7 IUE B2 2 R Al R
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A

ER: VRZAERSM GG . WRFN AR E Ry e e)agd), Pt oA it a4 m
FH bin ST, ARG PR TZ bin SO AR BRI A2 AR T2 BERN i 22 425 3 bin SCAI

5.3

5.3.1

G32R5xx SDK Z%4: )3 3hfifE

G32R5xx SDK D&t T — AN 2 B s RBIR T . Z iR HET, 8 EEes
Ja 5l 8KB R I, LLK G 8KB Y el AR AL dnfa] R4 T 12 56k I 7~ 1)

R BIRE AL T . driverlib\g32r501\examples\eval\boot\boot_ex3_cpul_secure_flash.

o 3T S B AIE ) Flash 5 X O IERECE 7 InE s8R O\ DTk s X % 2 B K
Zone1 EXEONLY UR) , #RJ5Md FH K2 BRI CMACKEY #H4T S 361FE . X T anfaf % & Flash
5 XA PR DL K 520 CMACKEY, 2% DCS A I FE AN 4H .

T LA MDK-ARM B A1, AU a7 %R Bl .
4 B E Golden CMAC Tag &) bin X4

Wt e 7t 7 TR, T4 A Golden CMAC Tag 18/ bin SC:, N A3 iy 48
Geehy T HAfi% bin 3CfF.

1. 1 hex M AERMAM Golden CMAC Tag 1B bin 3Cff

BT 22 Bsh N AT, H sct XA 24N n#ds, 4 MDK-ARM H 77 4E % bin SCAF# TR
TR AN 52T bin SCIE, T2 BUK bin SCfF. FrLAfEBh hex2bin TR bin S0t
T Hf7T SDK “utilities/geehy_tool/hex2bin.exe”; WEES Hbx “hex” Mg HRHAT, BN
N fe e daxt e, Wil 2 Fiok:
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Kl 2 4:piAT Golden CMAC Tag B bin ¢t

Bl Ch\Windows\System32icmd.exe

: Pelletier & contributors

2. fiif Geehy T.EATH Golden CMAC Tag fEIf) bin 314

e T B A N R B 4 B Y Golden CMAC Tag {H ) bin SCfF. %6 N SDK
“utilities/geehy_tool/” (iZH X% “key.txt’. “test_major.cmd”. “test extend.cmd” 5
“Geehy Bin.exe”) , ¥ F—4E ki “project.bin” B T 47l TAF H a8 S AN B A2, FHA

/4

1T

Geehy Bin.exe test_major.cmd -m --load_image --cmac=key.txt project.bin -tag=0x08000008 -o

project_cmac_major.bin

3 A Golden CMAC Tag 181 bin 344

BN C\Windows\System32icmd.exe — | >

Fe JE A0 A B A T 22 42 JE 5K Golden CMAC Tag fEL I bin SCfF, 22 mid 22 4 B 5hi
Golden CMAC Tag & 1] bin 3CfF. & U F:

Geehy Bin.exe test_extend.cmd -e --load_image --cmac=key.txt project_cmac_major.bin -
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tag=0x08008000 -10ad=0x08000000 -0 project_cmac_extend.bin

K 4 ARl e 224 5 5h ) Golden CMAC Tag B bin SCf:

BN C\Windows\System32\cmd.exe - O 4

--load_ima
1 =1oad=03

ADAT ]

tend. bin generated successfully!

WA F A B 2 4 R E ) Golden CMAC Tag i bin SC#:, 4R )5 FRA# 1% bin ST %
WHY %4551 Golden CMAC Tag 1) bin (4%«

VE: AN BT A I RO R S RT B G32R5xx SDK H 3R HI

5.3.2

BEEIRANREES)

O ) BN R s R BT Z 2 ashi, wEM B CERER T Aoy %R aiE. H
JBCE Boot #ix, A OTP (s, MEZENJ 3. Bk OTP i A st —k, 7
PP BRI AE AR 377 2B 2 Boot #a. NI/ 48 an a4 HTALAEL 5 3 (0 07 U8 25U Bl
XN LR .

1. B SCRR Jlink AR R EIT Rtk L.

2. f§H Jlink Commander fin 247 T HEZIERSH, EZAINEWE 5 Fis.
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K 5 Jlink Commander .Ihi%#: G32R501 & [

zet cormection, ' ¥ for help

d [kHz]. <Default>: 4000 kHz

% 01A14 DEVTlFE
CH 47710AS5 DEVTYPE 55

VEE: BT Jlink Commander D42 CL4 % T Cortex-M52 FEHIMRA, A SCIE R S FH iR 42 V7.96h. 7
Ak, BEAE A Jlink 248 0 75 2 3R Cortex-M52 A% A 7T LA,

1. E3sh7 AAECE 9N HlE A 0x08000000 %4 5h 773, B BootMode {8}y OX0A. 7E
Jlink Commander #7417 L H _FHi N2
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W4 ©x50020000 OXSAFFFFFF
w4 ©x50020004 OXFFFFFFOA
w4 ©x50020008 OXFFFFFFFF

5.3.3 T#EMZITHE
AT LU JFlash T E N a7 A R A £ By R %2 428 8) 1) Golden CMAC Tag 1/
bin 344

ER: G32R5xx b7 A DCS BN (17, TEME 2 J5 4 BeXT Flash AT 4TE, WA ETEZ% DCS MKk
.

TR )G, TR GEAZRETE A, SNRTmEN RS2, AR
MEETF R L H) LED $R7R-AT IR DL AR LED IR DA SIS IE L, R

® LED2 fil LED3 5[, W24 589

e

® LED2 5 LED3 N#F, M4 mzhidid, M9 CMAC K56 RN

, HHFA¥ & CMAC K5t .

=

® LED2 1 LED3 [A¥k, WZ4: )53
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6 HREH®

kg 2 SCIFRRA T S

SR FA ZEFR
2025.1 1.0 | @ ik
2026.8 1.1 ® ST BN L4 Secure Boot fig /IR (G32R501) .
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=

AT BRI R A BR AR CBUR AR “Akifg” O HIT I 5cAn, Frsl a2 ibs.
FAERL A BB OGE AR, A OR B I S IE . B CORFHHIBUM o A PR i
RSP AT, — B @RI (BURRR “H P ) CRIEBIHEZ AT MG W
o FI LG IR AH ST AR AR AR T A SR AT AR 7 it o

1. BURIpTH

AT N 2445 T T 55 AR P S S AR LR (R P 7 s R B B, Rl vr
"], AR AL B NG DAT A BE 5007 2O AT W 4 3 el 7 A A BEAT ). . 18
o G A A .

AF WA “®” 5L “™” [ “Hifs” o “Geehy” FHEEEIEIE NMIFHIFTAR, F
AAE R i b 57 (07 i IR 55 44 PRI 3% B P 3 (I 7

2. HARF=AUS AT
WA AT BT B i A3 BUR] . BT BB SR P2 R

AN BRI B 0 A it B AR T M T B AT T SR B R VT BOBUR A 7 B ER 7
W FHI

URARA T A8 BARAT 5 = T3 B i IR SS BORIR AL, AN AR A IR SR ASU P A5 P i
=77 b RS BRI ARSI A RS 55 =5 7 s IR S5 BRI AT 3
HIPRAE, BAEEARR AR EE =T FR P B AR ZBUORIE,  BRARIEEA 5T e 5 & Rt 5
HLIE

3. AR
PP AE TS B SRR ™ it S T SJEDURH IS o B e T i P T2 0
A0SR T o B (4 9 5 W™ e AN — B0, S DU BT SR e S R R 20
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.

AT YEAR SR LA S 5 B A A R BB =07 I LR HE S SRAT,  (H A TR 5% Hi v
Gz UL I 2 1R BRI B 22 e BT R SO iR 22, DRLUE S o L B, AR o AT M o vl
BLBZSE IR F AR AT 54 . AP A CEE U T48 P AR RS SR, A ik
XA AR 7 ot 1 B 3 T AR PRALE

PP SRS B B e SRS AR it X AR 7™ il ) S P 3 P P AT 286 e AT
W, DRSS i 2 I B IR R S FENIARIE . 2 s B SEE BRI R 783
XA 7 R AT A RS R AT I A P A, W AN AR AR AE AT 94T
5. HIER

R AEAE P AS T S B P4 BC (RO ARAE i, SIBEST S il Y B AT iR A . TP N T
77 AT RESZ B A BN . MR BB T SR BT AR SRS AT O O R O B R A
MIRR®I, P RREHAG . FAF JRBANED B[R ARIEE ST T O T BRI i ) /58
BOR G B 50 DRI & R SRR

6. TiAH

AT Wbt “HJ5ke” (asis) $RAt, G AR RVFRITE N, B A RAUE M A
AR SRR TR, BLAREAN PR T 007 & B 1k ARy 2 g & IR AR 4E AR

o= f AR BOE . RAEHERE G TZE . AR RS 15 JEh sia SV E B A
GEP AR, IRARBCTE S SR ORAE A T i R R R I T R N G 32 AR
W 7= A B R N

R ARBR IR, WIS ANE VRN o A SR X 7 il PR S P R S AR B A3
FORAS S AU VT, ARREASRIBAEAT DL

FH P SEAZRA PR 7 i R S RS S AH AR A LA e D RE 22 4y (R B %4y MABEARHESE 2R . AP
SRR i R AN G B A DT T F P e SRR AR I ittt AT et A L AR
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Pl RERT A Sy, WA ARH THE.
7. SRR

FEARFIGOL T, BRAREAREHEOR A m R, A WIS/ Bl “ 25k 3R A i
o= AR T 58 = J7 AR B E G2 5TAE, OFFAR AT — B RRIRIAE I B0 08 A T 2™
A I AE A B (AP 40 (LG (EAN PR T2 25 R as ARty BlOR] P Bl =7 i 52
MR , X 7R BUNAS 24 . W BOAB R SO0, X ISR AR A AR E

iE.
8. @HEH

AT M5 B CABURA T AT I RRA B2 S 5 2
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